The advent and explosive growth of the Web has been a key element in promoting this relationship (see the sidebar "Small Worlds" on p. 93). Social network theory is now significantly influencing search engine and portal development for the Web and the enterprise. By enterprise, I mean any collaborative organization-whether academic, governmental or commercial-where operational information and knowledge play an essential role.
Interplay on the Web
An enterprise portal is, as the name suggests, a single point of access for individuals in an enterprise to access all of the content germane to their work. Prior to the Web, an enterprise "portal" consisted of little more than a search interface to a local database.
Two revolutions changed the nature of access to enterprise data:
I The first was the network revolution, which in the early 1990s began to connect enterprise departments via wide area networks. WANs eventually made it feasible for departments to share data, even if they were located in different countries. I The second was the Web revolution, which changed the mindset about search. People in enterprises became familiar with the paradigms of searching, browsing, and taxonomy navigation through their experience on the Web.
The Yahoo home page was a typical first-generation Internet portal-essentially a gateway directory to information on the Web. It offered a taxonomy that users could browse to locate information by subject heading, much as they might navigate the aisles in a physical library. The early Web portals offered interesting insights to social networks. The Web automatically captures a rich interplay between hundreds of millions of people and billions of pages of content, as shown in Figure 1 (next page). In essence these interactions embody a social network involving people, the pages they create and view, and even the Web pages themselves. For instance, the hyperlink relationship between two Web pages (related because one points to the other) has been exploited to improve the ranking of Web search results by services such as Google. Even more sophisticated relationships can be analyzed and exploited, such as the relationship between two pages that are co-cited or between two people that tend to frequent the same Web sites.
Clearly these relationships have a bearing on the way in which we create, share, and manage knowledge and expertise. Building on the examples above, users who are interested in a particular Web page are likely to be interested in another page that is co-cited with the first. Likewise, users who begin to frequent certain Web sites might well find it useful to learn of other users frequenting those same sites-forming a community of "birds of a feather," as it were.
Knowledge in the Enterprise
Many Web companies have tried to capitalize on these insights by taking them inside the enterprise -with mixed results. While the ideas themselves have significant merit, their less-than-complete success on the Web stems from two issues:
I the content available on the Web is far less valuable than the operational data and documents in an enterprise; I enterprise users are far more focused on deriving value from their information-discovery tasks.
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Enterprise implementations must also integrate content that resides primarily in various content management systems (rather than in HTML form). Further, they must address myriad levels of security and user access. Barring the small fraction of content from subscription services, any Web user can access any Web content. On the other hand, access to documents in an enterprise typically depends on the user's role in it. At first glance, this might appear to fall into the domain of known security issues, but this is not the case. Enterprise knowledge security must avoid any unwarranted compromise of informationeven from sophisticated inference attacks such as a sequence of queries whose answers together yield secret information. Our understanding of this kind of security is primitive compared to our understanding of data security and cryptographic techniques. Indeed, I expect knowledge security to become a fertile area of research.
In general, the Web will continue to function as a testbed for social network research that can be adapted to managing information in the enterprise, but its applicability is not a direct match.
Social Networks in Enterprise Portals
The Web browser has become the standard interface to information. People all over the world expect it in terms of both performance and functionality. The information infrastructure underlying next-generation enterprise portals must meet and generally exceed the performance users have come to expect on the Web. While Web techniques for scaling and performance can be adapted directly to the enterprise, many techniques for searching, organizing, and mining information cannot.
For example, the difference in content quality between Web services and an enterprise portal means that the network structure of hyperlinks is likely to be very different in the enterprise. Most Web content is intrinsically of low value. The very fact that enterprises limit access to their information means they place a significant value on it. Furthermore, content is typically created in a less free-form way than on the Web, with a more regimented style that often follows templates dictated by enterprise policy.
Beyond hyperlinks between documents, enterprise social networks must address how employees' document access patterns are related to their corporate roles. The challenge here is to tap into the patterns based on these roles and thereby improve the ability of employees to locate and act on the information critical to their job functions.
How can we use ideas from social networks to these settings? Current research in social networks is being applied in three areas: adaptive ranking, role-based recommendations, and locating experts and communities.
Adaptive Ranking
Classically, the scoring and ranking of documents depends only on the content in each document matching the search. The simplest application of social networks is to augment such content analysis with the historical behavior of users who have conducted similar searches. This can be as simple as boosting a document's rank if a previous user elected to view it after issuing the same search. Or it can add parameters such that a document's rank gets boosted if a previous user from the current user's department viewed it for between 10 and 45 seconds after issuing a similar search.
In the simplest implementations, we would maintain, for each query q and for each document D, a counter that records how often D was viewed following the query q. The subsequent score for D on q depends on the value of this counter. This is essentially the idea behind DirectHit, an early Web search engine. This idea raises many interesting issues, some of which have not been fully re- 
Figure 1. Social network dynamics. Researchers have come to recognize that the broader social network is a self-organizing structure of users, information, and communities of expertise.
Such studies are in the realm of user modeling, a general area that is very relevant to social networks for knowledge management.
Role-Based Recommendations
The first generation of collaborative filtering and recommendation engines made their debut on ecommerce Web sites, giving users suggestions on products they might wish to buy. These recommendations were often based on simple algorithms, and users tended to view them with suspicion because of the obvious underlying economic incentive.
The same principles, with considerably more sophisticated algorithms, are becoming available in the 
Social Networks
A social network comprises a set of people with a pattern of interactions among them. Modern social network theory is rooted in the work of Harvard social psychologist, Stanley Milgram. In 1967, Milgram reported results of experiments in which he asked each of several subjects -first in Omaha, Nebraska, and then in Wichita, Kansas -to try delivering a letter to an associate of his in Boston by forwarding the letter to someone they knew on a first-name basis.The objective was to get the letter to Milgram's associate as quickly as possible. By analyzing the network through which the letters finally reached their destination,Milgram found that typical paths took only six hops to arrive; hence,the folklore that any two people in the United States are linked in a social network by a mere "six degrees of separation."
Small Worlds Everywhere
Although six is not necessarily the number, the general idea that two randomly chosen people are connected by a short chain of intermediate acquaintances despite geographical and other cultural barriers has been confirmed in subsequent sociological research. Within the past few years, research based on the statistical properties of networks has shown that the smallworld phenomenon is pervasive in many kinds of networks and fundamental to the structural evolution of the World Wide Web. Kleinberg offers a good general survey of this body of research. 
Graphing the World Wide Web
We can view the Web as a directed network in which each node is a static HTML Web page and each edge is a hyperlink from one page to another. Current estimates suggest that this graph has several billion nodes and an average degree of about 7. A recurrent observation on this graph, confirmed independently by several groups of researchers, 2,3 is the prevalence of power laws: the degrees of nodes are distributed according to inverse polynomial distributions. Such laws would not arise if the Web link network were a random graph in the classical tradition of Erdös and Renyi. 4 Reka Albert, Hawoong Jeong, and AlbertLászlo Barabási 5 described a procedure for producing random graphs with a power-law distribution.Their model failed to produce the clustering properties characteristic of small worlds, but it achieved fame for its estimation of the diameter of the Web network as 19, referring to the number of links between any two pages on it. Ravi Kumar and his colleagues 6 present a somewhat more general model that explains more of the structured observed in the Web.
Lada Adamic 7 undertook a study of the average number of links to traverse between Web sites (as opposed to pages), and found that, as in the social sphere, we could pick two Web sites at random and get from one to the other in just four clicks.Andrei Broder and his colleagues 8 explicated the Web's connectivity structure in somewhat more detail, presenting a picture of the Web as a bowtie (rather than the more spherical view implicit in earlier work).
Small-World Applications
The small-world phenomenon constitutes a basic property of the Web, which is not just interesting but also useful. Perhaps the best known use of this graph structure is the Google search engine. 9 Google uses the link structure to induce a total ordering of the pages of the Web, assigning to each page a number called the PageRank. Kleinberg proposed a different approach, 10 the HITS method, which orders pages by topic and reveals a particular behavior of Web content creators, namely, that they congregate into groups of self-styled experts on a topic. It is possible to enumerate these congregations of experts and to mine the Web accordingly.
Math and Action
The common theme in all these studies is insight into the behavior of people creating and accessing Web content.These insights are interesting, they can be modeled mathematically, and they are actionable from the standpoint of knowledge management.
enterprise context, where recommendation engines have more data to go on. They might, for instance, exploit role-and organization-based information in addition to historical patterns of access. Thus, the system knows not only the documents each user has accessed and the searches each has executed, but also the user's department, colleagues, and so on. It uses this information to compile profiles that are richer and generally more focused than ones built from behavior alone (as on the Web). The system can then generate suggestions for documents related to the user's context and role in the enterprise.
Locating Experts and Communities
Social network research suggests that users coalesce into overlapping cliques of tightly knit communities. Enterprise portals need to be able to discover communities that are germane to a user's current context. The technical approach builds on mechanisms developed for recommendations: Once the system adopts a uniform view of entities (users, user contexts, documents, queries, categories, and so on), the process of recommendation reduces to one of determining documents in the vicinity of a user's context. This determination can, in fact, be formalized mathematically by representing the entities as vectors or nodes in a probabilistic belief network. Expert location takes the recommendation one step further and determines experts in the vicinity of a given user's context.
The Context of Social Networks
Social networks are just one layer of functionality for next-generation enterprise portals. They are implemented in the context of other knowledge discovery and management functions. At Verity, we place them at the top of a three-layer knowledge infrastructure. At the bottom is a discovery layer that addresses the general area of search, including parametric and role-based search, security, and ranking mechanisms. In between these basics and the implicit structures of social networks is the content organization layer, which addresses issues of classification, taxonomies, and profiling.
The key to next-generation enterprise portals is to integrate all three layers into a knowledge management experience that demonstrably improves user productivity.
